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Abstract

In this study, we investigated security of enterprise-resource-planning systems and their modeling based on pro-
duct-line engineering techniques. Precisely, we systematically analyzed 25 papers to obtain an understanding of the
research landscape of the product-line engineering community and to identify which properties are still underex-
plored. In this context, five important challenges are identified to be considered in future research.

1. Introduction

In recent years, enterprise-resource-planning (ERP) systems have become increasingly important for compa-
nies [1]. ERP systems are integrated software solutions that represent, support, and automate a company's
business processes in a uniform way [2,3]. These processes include, e.g., planning, controlling, and monitoring
resources or personnel [4]. ERP systems are quite complex and need to be adapted to the specific needs of
every company and its departments. The configurability is created by relying on modules which provide basic
main features but also customized module-specific features [5]. Due to their configurability, ERP systems can
be modeled relying on techniques of product-line engineering (PLE) [6]. Precisely, PLE is an established ap-
proach to support variability and maintainability aspects during the engineering and evolution of configurable
systems with great advantages in terms of time and costs [7]. However, the higher a system'’s configurability,
the higher its complexity. Unfortunately, configurability also leads to a growing surface for cyber attacks due
to potentially occurring system vulnerabilities. Such vulnerabilities are often a result of complex configuration
options or feature interactions [8-10]. In worst case, exploiting such vulnerabilities can result in data breaches
including unauthorized system access [11]. Such risks can lead to fatal consequences, especially regarding
process quality, time, and costs (e.g., manipulation of manufacturing processes) [12,13].

Despite the existing research regarding PLE and configurable systems, e.g., requirements elicitation tools for
ERP systems [14], we are missing an analysis of current concepts in research regarding secure variability in
ERP systems and their characteristics. To address this gap, we conducted a systematic literature review based
on the methodology of Kitchenham et al. [15]. Overall, our research objective is to analyze and synthesize the
state-of-the-art to provide an overview understanding regarding the intersection of security, PLE, as well as
ERP systems and their characteristics (i.e., underlying cloud systems providing similar properties). Moreover,
we contribute five highly relevant challenges, particularly for the PLE community, taking into account the se-
cure variability of ERP systems. This way, we aim to help researchers and practitioners in modeling and devel-
oping secure PLE-based ERP systems.

2. Methodology

Study design. First, a search string was created consisting of established terms (i.e., including wildcards) in the
context of PLE and configurability (e.g., “software family”), ERP systems (e.g., “ERP customization”), character-
istics of ERP systems (e.g., “software as a service”), and security (e.g., “secure”). Second, we relied on four se-
lection and quality criteria, including only English language, the time frame 2013-2022, a minimum of three
pages per paper, and only peer-reviewed conference papers, journal articles, or book chapters. Third, to ex-
tract data, we defined 13 criteria (see Table 1), covering publication-, ERP-, PLE-, and security-related topics.

Study conduct. Based on the search string, the second author performed a search on three established liter-
ature databases in the area of software engineering, namely Scopus, IEEE Xplore, and the ACM Digital Library.
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The search resulted in 153 papers, which we managed (i.e., duplication removal, title and abstract selection)
in the review tool Rayyan. This process led to a number of 15 papers to be considered for full-text review.
However, we applied one iteration of backwards snowballing (i.e., analyzing the references of the selected
papers) to increase the final number of papers. Finally, both authors independently analyzed 25 full-text pa-
pers according to the extraction criteria.
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l 31
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Figure 1: Methodological overview of the systematic literature review.

3. Results

Publication. Most papers are published between 2015-2016 or 2020-2021. The identified domains are quite
diverse, ranging from manufacturing over payment to administration processes. However, we extracted also
papers solely referring to research without a domain or a more general, unspecified domain. The majority of
the publications focuses on configurability. Significantly less papers are concerned with ERP systems or secu-
rity in an in-depth way. Interestingly, we found that more than half of the papers provide more than one focus.

ERP systems. We found that most papers do not explicitly deal with ERP system architectures or the environ-
ment (e.g., cloud systems). Surprisingly, only 20% of the papers primarily focus on ERP systems, while the
remaining papers refer more to the characteristics related to ERP systems, e.g., customization or software as
a service. Half of these publications described ERP systems or their modules.

Configurability. System evolution is described in 56% of the papers, e.g., evolutionary changes or dynamic
configurations of cloud ERP systems. We found about half of the papers dealing with verification or consider
it partly. These papers are concerned with the verification of the whole system, i.e., they refer to product-based
verifications. Most publications propose methods referring to handle configurability challenges. Except for one
paper, these refer to feature modeling, e.g., based on FeaturelDE.

Security. Most papers deal with security in a quite superficial way. Precisely, security measures and standards
are only rarely mentioned, e.g., ISO/IEC 27000. In contrast, authors refer more to security goals or threats.
More specifically, when threats are specified, security goals are always mentioned as well. Interestingly, all
goals of the CIA triad and information security were mentioned at least by 36%. The most common goals are
availability, authorization, and confidentiality (see Figure 2).

4. Challenges and Research Opportunities

Based on the results, we derived five highly relevant challenges (C) which indicate opportunities for future
research.

Ci: Feature-based verification. Although verification of an overall ERP system (i.e., product-based verification)
is useful, we emphasize that ERP systems should be verified in a feature-based way due to their high (module)
configurability. In this context, the fulfillment of functional requirements and quality objectives as well as their
occurring interactions should be addressed. In particular, the quality objectives refer to security, which should
be modeled and verified as security as a feature.
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Table 1: Overview of the extracted data based on the defined criteria.

C.: System evolution and its influences. The evolution of configurable systems has been mentioned in the
papers, but dependencies and influences, especially regarding the ERP architecture and environments, have
usually not been considered. Accordingly, we argue that it is essential to address and analyze evolutionary
dependencies and influences of features and processes, features on processes, and processes on features.
This applies in particular to security features, which, at best, can dynamically adapt to changing system, i.e.,
module, characteristics - taking into account interactions and interdependencies to avoid vulnerabilities.

Cs: Relationship between configurability as well as security threats and risks. We argue that research is
needed regarding the relationship between the configurability of ERP systems and associated security threats
and risks. However, without knowing how these influence each other, the mentioning of security goals appears
to be quite general and not area- or use case-dependent. So, the transfer of theoretical knowledge into busi-
ness practice is impaired.
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Goal category Goals Standard
Confidentiality: 12 I

ISO/IEC 27000: 16 I
Integrity: 10

CIA triad: 39
Domain-specific standard: 22

Availability: 17

Authorization: 14 I

Information security: 33 Y™ A

Accountability: 10 I

Non-repudiation: 9 I

Figure 2: Distribution of security goals mentioned in the papers and their distribution to security standards, in case standards were
mentioned along with and associated to security goals in the papers (numbers indicate the amount of goals).

Ca4: Security measures and standards. Usually, concrete security measures are not mentioned and standards
are not addressed. However, it is not sufficient to know only potential, general threats and risks, but also con-
crete vulnerabilities related to configurability. So, it is essential to select suitable security measures oriented
towards use case-specific threats and risks as well as standards to fulfill certain goals (e.g., CIA triad). This issue
is emphasized by Figure 2, which illustrates that although security goals are mentioned, they are often not
associated with standards, i.e., standards are usually not referenced in the papers even when goals are named.

Cs: Secure PLE-based ERP systems. Overall, ERP systems based on PLE techniques are often described from
a quite general and theoretical perspective, meaning the interdependencies of configurable architectures, in-
frastructures, and security are rarely addressed. Thus, we argue that there is an under-exploration of ERP
systems, their configurability, and security demands from the perspective of PLE. In this context it is already
planned to consider research of other fields, such as component-based or aspect-oriented software engineer-
ing, and to investigate to what extent their approaches might by transferable.

5. Conclusion

In our literature study, we analyzed 25 papers in the intersection of ERP systems and their characteristics, PLE,
and security. This way, we obtained an overview and understanding of the research landscape in this area,
taking into account currentissues in literature. Precisely, five important challenges are identified to be consid-
ered in future research. In addition, with our findings, we aim to help both researchers and practitioners in
securely engineering, i.e., modeling and developing, future PLE-based ERP systems.
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